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Scam ‘missed parcel SMS messages: advice
on avoiding malware

How to avoid malware sent using scam ‘missed parcel SMS messages, and what
to do if your phone is already infected.

Cyber criminals are tricking UK citizens into downloading malicious software
(known as malware) by sending scam ‘missed parcel SMS messages. Around the
festive period, this type of cyber scam is even more prevalent, as many of us will
be expecting deliveries.

The scam SMS messages contain links to what appear to be ‘official
delivery/parcel-tracking apps, which you're encouraged to install. But the ‘app’ is
infact a type of malware. If installed, this malware can steal your banking details,
passwords, and other sensitive information.

The malware will also attempt to access your contact list, and send scam SMS
messages to these numbers as well, helping the malware to spread across the
world.

This guidance explains:

 what to do if you think you've already installed the malware
e how to safely check if you've any missed parcels
e how to report suspicious-looking messages

e howto protect yourself from future scams

We also provide some more details about how this type of malware works.
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EXAMPLES OF SCAM WEBSITES AND MESSAGES, WHICH CONTAIN LINKS TO MALWARE DISGUISED AS
TRACKING APPS.

If you think you have installed malware

It can be hard to tell if your device has malware on it. However, if you think you
may have been tricked into installing malware from a scam message, thenit’s
important that you don’t log into any accounts, as the malware may steal these
details. Instead, as soon as you can, you should perform a factory reset on your
device.
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Note:

It’s important that you don’t back up your data before you perform a factory reset, as
the backup will also contain the malware. For the same reason, when you're given the
option to restore backups, you should only do so if you're confident that the backup was
created before you installed the malware. If you can’t be sure, you should performa
factory reset and not restore any backups.

Performing a factory reset

On most phones, you can perform a ‘factory reset’ on your phone by accessing
the Settings. Refer to the device manufacturer’'s website for specific details (it
may be referred to as ‘Erase all content’). The reset will remove all your personal
data from your device (including messages, contacts, photographs, browsing
history, wifi codes, passwords, and any apps you've installed).

You may need to enter a password when you reset your device. If this is the case,
make sure you change this password.

Updating your passwords

If you have logged into any accounts or apps since installing the malware, you
must change the password for that account (as it may have been stolen). If
you've used that same password for any otheraccounts, you also need to
update those passwords (and make sure they are unique).

e Remembering lots of passwords is difficult. So consider using a password
manager.

e Whilst updating your passwords, set up two-step verification (25V) on
accounts, where possible.

e If youneed help on creating strong passwords, refer to our Cyber Aware
advice on using 3 random words.

How to safely check for missed parcels
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Even if you are expecting a parcel, a safer way of tracking its status is to use the
official website of the delivery companies. We've listed the major delivery
company websites below.

e DHL Track a Parcel (https://track.dhlparcel.co.uk/)

e DPD Track It (https:;//www.dpd.co.uk/service/)

e EvriTrack Your Parcel (https://www.evricom/track-a-parcel)

e FedEx Tracking (https://www.fedex.com/en-gb/tracking.htmi)

« Royal Mail Track your item (https://www.royalmailcom/track-your-item)
e UPS Track (https://www.ups.com/track?loc=en_GB&requester=ST/)

e Whistl Parcel Tracking (https://trackmyitem.whistl.co.uk/tracking)

« Yodel Track your parcel (https://www.yodel.co.uk/track)
Alternatively, you can use the delivery company’s official app for tracking
deliveries. Only download these from an official app store (such as Google Play,
the Apple App Store, or the Samsung Galaxy Store).

How to report suspicious-looking messages

If you receive a ‘missed parcel message that looks suspicious, you can report it
to your mobile operator. This costs nothing, and can reduce the amount of scam
texts you receive (whilst helping to protect others from cyber crime).

To report a scam message.

1 Do not click the link in the message, and do not install any apps if prompted.

Forward the message to 7726, a free spam-reporting service provided by phone

2

operators.

There are instructions on how to do this on our ‘Report a scamtext’ page.
3 Once reported, you can Delete the message.
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How to protect yourself from future scams

There are a number of things you can do to reduce the likelihood of your phone
being infected with malware.

Ensure your device is kept up to date by installing the latest software and patches.

Only install apps from official app stores such as Google Play, the Apple App Store, or
the Samsung Galaxy Store.

For Android devices, make sure that Google’s Play Protect service is enabled. Some
Huawei devices provide a similar tool to scan devices for viruses. This will ensure that
any malware on your device can be detected and removed.

Set up two-step verification (25V) wherever possible, particularly on your most
important accounts.

What is ‘banking trojan’ malware

The type of malware described on this page is known as a ‘banking trojan’. The
most notorious of these is called FluBot, as described in this BBC Technology
article. The scam works because users believe they are installing ‘official’ versions
of apps on their phones. In fact, they are being tricked into unwittingly installing
malware that secretly monitors their online activity, and steals passwords (and
other personal details). This stolen information can be used to commit online
crime, including financial crime.

If you encounter a suspicious website that you think contains malware, of any
kind, you canreport this directly to the NCSC. You can also report suspicious
emails by forwarding them to report@phishing.gov.uk as part of the NCSC's
Suspicious Email Reporting Service (SERS).
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VERSION

3.0

WRITTEN FOR

Individuals & families

Self employed & sole traders
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